EXERCISE OBJECTIVES:  Create a venue for agencies to test the validity of their COOP plans.  Performance will be evaluated on the basis of tangible and intangible products.  The functions of  all viable COOP products are:

1.  ORDERS OF SUCCESSION. Agencies are responsible for establishing, promulgating, and maintaining orders of succession to key positions. Such orders of succession are an essential part of an agency’s COOP plan. Orders should be of sufficient depth to ensure the agency’s ability to perform essential functions while remaining a viable part of the Federal Government through any emergency. Geographical dispersion is encouraged, consistent with the principle of providing succession to office in emergencies of all types. Each agency should:

 

(1) Establish an order of succession to the position of Agency Head. A designated official serves as acting head of the agency until appointed by the President or relieved. Where a suitable field structure exists, appropriate personnel located outside the Washington, D.C., area should be considered in the order of succession where a suitable field structure exists, appropriate personnel located outside the Washington, D.C., area should be considered in the order of succession;

(2) Establish orders of succession to other key headquarters leadership positions;

(3) Establish, for agencies organized according to the standard Federal regional structure, an order of succession to the position of regional director or equivalent; 

(4) Identify any limitation of authority based on delegations of authority to others;

(5) Describe orders of succession by positions or titles, rather than names of individuals;

(6) Include the orders of succession in the vital records of the agency;

(7) Revise orders of succession as necessary, and distribute revised versions promptly as changes occur;

(8) Establish the rules and procedures designated officials are to follow when facing the issues of succession to office in emergency situations;

(9) Include in succession procedures the conditions under which succession will take place; method of notification; and any temporal, geographical, or organizational limitations of authorities;

(10) Assign successors, to the extent possible, among the emergency teams established to perform essential functions, to ensure that each team has an equitable share of duly constituted leadership; and, 

(11) Conduct orientation programs to prepare successors for their emergency duties.

2.   DELEGATIONS OF AUTHORITY. To ensure rapid response to any emergency situation requiring COOP plan implementation, agencies should pre-delegate authorities for making policy determinations and decisions at headquarters, field levels, and other organizational locations, as appropriate. These delegations of authority should:

 

(1) Identify the programs and administrative authorities needed for effective operations at all organizational levels having emergency responsibilities;

(2) Identify the circumstances under which the authorities would be exercised;

(3) Document the necessary authorities at all points where emergency actions may be required, delineating the limits of authority and accountability;

(4) State explicitly the authority of designated successors, referred to in paragraph 10d, to exercise agency direction, including any exceptions, and the successor’s authority to re-delegate functions and activities as appropriate;

(5) Indicate the circumstances under which delegated authorities would become effective and when they would terminate. Generally, pre-determined delegations of authority would take effect when normal channels of direction are disrupted and would terminate when these channels have resumed; 

(6) Ensure that officials who may be expected to assume authorities in an emergency are trained to carry out their emergency duties; and,

(7) Specify responsibilities and authorities of individual agency representatives designated to participate as members of interagency emergency response teams.

3.  ESSENTIAL FUNCTIONS are those functions that enable Federal Executive Branch agencies to provide vital services, exercise civil authority, maintain the safety and well being of the general populace, and sustain the industrial/economic base in an emergency. In identifying essential functions, agencies should:

 

(1) Identify all functions performed by the agency, then determine which must be continued under all circumstances;

(2) Prioritize these essential functions; 

(3) Establish staffing and resources requirements needed to perform essential functions;

(4) Identify mission critical data and systems necessary to conduct essential functions;

(5) Defer functions not deemed essential to immediate agency needs until additional personnel and resources become available; and,

(6) Integrate supporting activities to ensure that essential functions can be performed as efficiently as possible during emergency relocation.

4.  ALTERNATE FACILITIES. All agencies shall designate alternate operating facilities as part of their COOP plans, and prepare their personnel for the possibility of unannounced relocation of essential functions and/or COOP contingency staffs to these facilities. Facilities may be identified from existing agency local or field infrastructures, or external sources. Facilities shall be capable of supporting operations in a threat-free environment, as determined by the geographical location of the facility, a favorable assessment of the local threat, and/or the collective protection characteristics of the facility. In acquiring and equipping such facilities, agencies are encouraged to consider cooperative interagency agreements and promote sharing of identified alternate facilities. Alternate facilities should provide

(1) Immediate capability to perform essential functions under various threat conditions, including threats involving weapons of mass destruction;

(2) Sufficient space and equipment to sustain the relocating organization. Since the need to relocate may occur without warning, or access to normal operating facilities may be denied, agencies are encouraged to pre-position and maintain minimum essential equipment for continued operations at the alternate operating facilities;

(3) Interoperable communications with all identified essential internal and external organizations, critical customers, and the public;

(4) Reliable logistical support, services, and infrastructure systems, including water, electrical power, heating and air conditioning, etc.

(5) Ability to sustain operations for a period of up to 30 days; 

(6) Consideration for the health, safety, and emotional well-being of relocated employees; and,

(7) Appropriate physical security and access controls.

5.  INTEROPERABLE COMMUNICATIONS. The success of agency operations at an alternate facility is absolutely dependent upon the availability and redundancy of critical communications systems to support connectivity to internal organizations, other agencies, critical customers, and the public. When identifying communications requirements, agencies should take maximum advantage of the entire spectrum of communications media likely to be available in any emergency situation. These services may include, but are not limited to: secure and/or non-secure voice, fax, and data connectivity; Internet access; and e-mail. Interoperable communications should provide:

(1) Capability commensurate with an agency’s essential functions and activities;

(2) Ability to communicate with COOP contingency staffs, management, and other organizational components;

(3) Ability to communicate with other agencies and emergency personnel; and,

(4) Access to other data and systems necessary to conduct essential activities and functions.

6.  VITAL RECORDS AND DATABASES. The protection and ready availability of electronic and hardcopy documents, references, records, and information systems needed to support essential functions under the full spectrum of emergencies is another critical element of a successful COOP plan. Agency personnel must have access to and be able to use these records and systems in conducting their essential functions. Categories of these types of records may include:

(1) Emergency Operating Records. Vital records, regardless of media, essential to the continued functioning or reconstitution of an organization during and after an emergency. Included are emergency plans and directives; orders of succession; delegations of authority; staffing assignments; and related records of a policy or procedural nature that provide agency staff with guidance and information resources necessary for conducting operations during an emergency, and for resuming formal operations at its conclusion.

(2) Legal and Financial Records. Vital records, regardless of media, critical to carrying out an organization’s essential legal and financial functions and activities, and protecting the legal and financial rights of individuals directly affected by its activities. Included are records having such value that their loss would significantly impair the conduct of essential agency functions, to the detriment of the legal or financial rights or entitlements of the organization or of the affected individuals. Examples of this category of vital records are accounts receivable; contracting and acquisition files; official personnel files; Social Security, payroll, retirement, and insurance records; and property management and inventory records.

Plans should account for identification and protection of the vital records, systems, and data management software and equipment, to include classified or sensitive data as applicable, necessary to perform essential functions and activities, and to reconstitute normal agency operations after the emergency. To the extent possible, agencies should pre-position and update on a regular basis duplicate records or back-up electronic files.

7.  PLANS AND PROCEDURES. A COOP plan shall be developed and documented that when implemented, will provide for continued performance of essential Federal functions under all circumstances. At a minimum, the plan should: 

(1) Delineate essential functions and activities;

(2). Outline a decision process for determining appropriate actions in implementing COOP plans and procedures.

(3) Establish a roster of fully equipped and trained emergency personnel with the authority to perform essential functions and activities; 

(4) Include procedures for employee advisories, alerts, and COOP plan activation, with instructions for relocation to pre-designated facilities, with and without warning, during duty and non-duty hours; 

(5) Provide for personnel accountability throughout the duration of the emergency; 

(6) Provide for attaining operational capability within 12 hours; and,

(7) Establish reliable processes and procedures to acquire resources necessary to continue essential functions and sustain operations for up to 30 days. 

