DRAFT

Questions Agencies should ask themselves prior to the FEB COOP exercise.

1.  Pre-phase I

A. Plans and Procedures

1. In your mind what is the COOP program for? 

2. Have you identified the potential hazards your office might face, their probability of occurrence, and potential severity of an incident?

3.  What would you do if a few hundred people start getting sick in the cafeteria?

4.  What would you do if a water main broke within the building?

5.  What would you do if part of the roof caved in due to weather or other causes?

6.  What would you do if a storm damages most of the windows in this building?

7.  Does your office building have an OEP Program?

8.  What would you do if you notice a sudden discoloration of landscaping around the building?

9.  What would you do if you noticed scores of animals dead or dying of natural causes at your building?

10.  Does your plan include an outline of a decision process for determining appropriate actions in implementing COOP plans and procedures?

11.  Is everyone on your staff aware of the COOP process?

12.  Have you established a roster of fully equipped and trained personnel with the authority to perform essential functions and activities?

13.  Does your plan include employee communication procedures for advisories, alerts, and COOP plan activation, with instructions for relocation to pre-designated facilities, with and without warning, during duty and non-duty hours?

14. Does your plan provide for personnel accountability throughout the duration of the emergency?  Do you have a plan on how to produce personnel accountability during the normal workday?

15.  Do you feel your plan provides a means for you to attain operational capability within 12 hours?

16.  Do you have established processes and procedures in your plan to acquire resources necessary to continue essential functions and sustain operations for up to 30 days? 

17.  Does the COOP plan mirror the structure of your normal organization?

18.  Do you have an identifiable SERT?  

19. Do you feel that your plan brings in the right people at the right time?

Why?

20. Has everyone received training on the COOP program and thus understands the program?

21.  Does your office have a duress alarm and has it been recently tested?

22. Does your office face a potential hazard from the accidental release of hazardous material from a nearby source?

23.  If so what is the nature of that hazard threat?

24.  Does your plan account for meeting the threat from that hazard?

25.  Does your key people have a checklist of action steps established that they would perform in the event of a COOP event?

26.  Do you have a way in your plan to record events as they occur?

27.  Does your plan have a way to track personnel and other resources so that you know where they are at any one time?

28.  Have you pre-identified potential sources for critical equipment and supplies that you might need, if any?

29.  Does your office have an established format for the reporting of information up the chain or laterally?

30. Does your office have procedures to disseminate helpful recovery information to clients and associates?

31.  How would your respond to pre-disaster, disaster, and post disaster information requests from the media? As well do you have ways to provide information on events to the press?

32.  Do you have a list of client agencies key personnel and telephone numbers that you can call in the event of an emergency to notify them of what is going on?

33.  How would you tell your associates that an event occurred and get information on what to do to them?

34. Will anyone from your office be calling FEMA if an event occurs?

35. Who at the Region would you call in case something happened? Who would make that call? In case that person is not present at work that then makes the call? Where can those phone numbers be found?

36.  If a COOP event occurs would anyone from your office notify the local state or city?

37.  Do you have a plan to account for visitors and/or contractors who might be located in your building the day an event occurs?

38.  Do you have a family care plan for your associates?

39.  Does everyone on your staff know what phase they are within the plan?

40. Does everyone know how to implement annex N of the plan; COOP communications?

41. Do you have any associates that have “special” needs? (Handicap)

42.  Do you have any clients that have special needs that will require your attention during a crisis?

43. Will you need special equipment to handle those employees special needs?

44.  What is the impact to your operations of no power? Phone service? Utilities? And for how long?

45.  Do you have an allocated staff person who handles COOP?

46.  How would you access damage to your facility?

47.  Would you need access to maps?

48.  How would you define your mission?

49.  Does your facility have an evacuation plan that has been integrated with the local municipal traffic plan?

50. Does your OEP plan have pre-designated assembly areas in it?

51.  Do you have POC numbers for the important local emergency response agencies?

52.  Have you established a mutual aid pack with the locals?

53.  Does your facility have backup power?

54.  Do you have a designated person on the staff to handle press inquiries until help arrives, even if only to say no comment?

55.  Does your facility have a smart card system?

B. Identification of essential functions

1.  Has your office identified which of your office functions performed by your staff must be continued under all circumstances?

2. Has your office prioritize these essential functions in a rank ordered list?

3.  Do you feel that your office has established staffing and resource requirements needed to perform essential functions during a COOP event?

4.  Which of your office IDT machines and software systems would you call mission critical in order to conduct essential functions?

5.  Have you Identified functions not deemed essential to your immediate Agency operations and what may be deferred until additional personnel and resources become available?

6.  Could you during an event be able to perform your essential functions as efficiently as possible during emergency relocation?

7. Does everyone on staff know what the office essential functions are?

8. Does everyone on the staff know who is phase I, II, and III of the plan?

9.  Have you quantified at what level of damage you could sustain and still conduct your mission?

10. Why are your critical software systems critical?

11. Can you handle 24/7 operations if necessary?

12.  Do you have provisions in the plan to do 24/7 operations if necessary?

13.  What do you do if the city does something that negatively affects business?

14. What criteria would you use for gauging the effect of civil unrest? Another way of saying that is determining how much of a riot can you take without going home?

15.  Does your plan account for how to handle any on site child-care? How would you handle that situation?

16.  Does anyone at your office have a warrant? If so what is the amount on that warrant?

17.  Would you need some sort of special equipment to perform your essential functions during an event?

18.  Have you outlined response responsibilities for your staff in case an event occurs?

19. Can everyone in your office articulate what your essential functions are?

C. Delegations of Authority

1.  Have you identified the people needed for effective operations for both your internal needs and to meet the needs of your clients in the early hours of an emergency?

2. Have you identify the circumstances and decision criteria, which you would make certain decisions you normally wouldn’t in an emergency?

3.  Does your plan state explicitly the authority of designated successors to exercise general direction, including any exceptions and the successor’s authority to re-delegate functions and activities as appropriate?

4.  Has your office indicated the circumstances under which delegated authorities would become effective and when they would terminate?  

6.  Are the successive layers of your staff who may be expected to assume authorities in an emergency trained to carry out those emergency duties?

7.  Does your plan specify responsibilities and authorities of people on your staff that might be designated in an emergency to participate as members of interagency emergency response teams?

D. Lines of Succession

1. Does your plan establish an order of succession for each level of authority from the field office director down to the customer service provider?

2.  Is everyone in your office aware of that order of succession? 

3.  Does your plan have the orders of succession by positions or titles rather than names of individuals?

4.  Is a listing of your orders of succession listed as one of your office’s vital record?

5.  Does anyone in your office review the order of succession periodically, and updated it as changes occur?

6.  Is everyone aware of the rules and procedures designated officials are to follow when they are facing the issues of emergency situations?

7.  Does the section in your plan talking about the orders of succession document the conditions under which succession will take place, and method of notification for successors?

8. Why is the order of succession the way it is?

9. Do you have a definition established in your minds or on paper of what an overwhelming emergency is? That is important because it empowers you to do things you normally wouldn’t be able to do? 

A. Alternate Facilities

1.  Are your alternate facilities located in an area that would avoid the same risks associated with your current operating location?  Has any sort of risk analysis been performed for your primary and alternate location(s)?  Risk considerations must include fire, flood, crime, terrorism threat and tactical attack potential on your area.  

2.  Can your alternate site be operational not later than 12 hours after activation and to sustain operations for up to 30 days?

3.  What procedures would you undertake to actually occupy that alternate site?

4.   How would you handle life support issues like access to essential resources such as food, water, fuel, medical facilities, and municipal services (e.g. fire, police) at your alternate site?

5.  Can your alternate site be accessed by surface and/or air transportation?

6.  Are there terrain-limiting factors in the area of your alternate site that would make conducting business difficult?  Things like low bridge clearances, or low weight capacity- bridges would restrict movement to the alternate site?

7.  Are your alternate facilities immune from natural disaster risk factors (e.g., earthquakes, tornadoes, hurricanes, floods, etc.)? 

8.  Is the alternate facility owned or leased?

9.  If the alternate facility is not a government facility is there an MOA/MOU/lease established with the owner of the facility?

10.  Does the MOA/MOU/lease at minimum include a clause giving the government sole use of allocated space during the period of occupancy?

11. Does the alternate facility give your office sufficient space for all necessary personnel?

12.  Does your plan have the floor plans of the alternate facility on file? 

13. Do those floor plans allocate who gets what area of space?

14.  Is your alternate facility a long distance from the current site?

15 Does the COOP Plan document how to handle those HR issues that will come up from operating of the alternate site like where the staff will be billeted?

16.  Can every associate designated to work in the alternate facility get to the alternate site? 

17.  Will you need to make special arrangements to conduct business from your alternate facility? (Like telling FEDEX to deliver someplace else)  Does your COOP Plan document how to make those arrangements?

18.  Is the alternate site secure?  Will sufficient contract or government law enforcement guards be available to insure site security?  

19.  Are the arrangements on how to acquire those security resources detailed in the COOP plan?

20. Will you need to augment security arrangements by using properly designed physical security features, such as fencing, lighting, and setbacks?  

21.  If you think you will need those physical security barriers do you have a plan to acquire them?

22.  Are instructions listed in the plan on how to acquire these life support arrangements?  
23. What is the time period from notification of requirement to availability of the facility for occupancy? 

24.  Do you know what space and services are to be provided to your office from the owner(s) of the space where your alternate facility will be at? 

25.  How long would it take you to relocate to your alternate facility?

26.  Do you have a plan to notify client agencies of your new address of the alternate site?

27.  If your alternate facility is a ways away from your main facility what is your plan to conduct business?

28.  What level of support will you be able to give to your clients from the alternate facility?

29. How would you record financial expenditures during an event?

30.  How would you manage office communications during an event?

31.  Do you have a way to manage the multiple events, which might occur at once during an event?

32.  How would you synchronize and coordinate action between your own staff and third parties?

32.  Do you all know what logistical factors you would need for moving to an alternate site and sustaining operations there?

33.  Can you easily get to your alternate site?

34. Have you visited the alternate site recently?

35.  Do you have a way to account for your employees at the alternate site?

36.  Do you have a way to work your IT problems that might occur at your alternate site?

37.  Do you have an established access roster for your alternate site?

38.  Would you call in any contractors to work for you during a crisis?

39.  Does their contract account for performing that work?

40.  Who calls the contractors to tell them what is going on?

41.  What procedures do you have to go through to occupy your alternate site?

42. Who on your staff is aware of what those procedures are? 

43.  Are you going to have enough extras at your alternate site like chairs, tables, desks, and hat racks, to conduct business?

44.  Are their multiple routes to get to your alternate site?

45.  Is your alternate facility on a separate electrical grid from your main facility?

46.  Does your alternate facility have a LAN? Does it need a LAN?

47.  Is there a way to access your voice mail from the alternate facility?

48.  Will your alternate site require special IDT work to help you get connected to your system like jacks, power outlets, phone lines, etc.

49.  Will you be able to get the necessary forms you need to operate at your alternate facility?

B. Communications:

1.  Can you reach your agency network from your alternate site?

2.  Can you reach the outside world from your alternate site on a landline, cell phone, satellite phone, or any other means?

3.  Does your office have a plan to handle press inquiries?

4.  How long will it take your office to notify everyone of an event?

5.  Do you have a way to communicate securely with higher, here and/or at the alternate site?

6.  Can you switch to redundant communications systems without missing a beat?

7.  Do you have a GETS card? Have you tested it?

C. Vital Records

1. Have you identified certain “vital” records that must be retained?

2.  How are these records being saved? And if so on what frequency are those records being backed up?

3. Does your plan list how to access those vital records in an emergency or disaster?

4.  At the alternate site do you have all the necessary hardware, software, keys, codes and communication resources necessary to access the Vital Records?

5.  Does everyone in your office know how to access their vital records in relation to their job from an alternate site?

6.  Do you have other records, which are valuable but not vital?

7.  How do you plan to protect those records?

8.  Do you have classified records in your office that have to be taken care of?

9.  Do you have records being backed up and housed in an off site location?

10.Do you have critical file cabinets close to bay windows or fire sprinkler heads?

D. Testing, Training, and Exercises:

1.  Has all Associates/employees in your office received COOP familiarization training?

2.  Do all associates have a clear understanding of the importance of COOP to your core agency business and their role in COOP?

3.  Has your office conducted any recent alert tests using the cascade roster?

4.  Has your office conducted any recent testing and training with other Agencies?

5.  Does your office have an established testing, training, and exercise program on COOP?

6.   Does that program blend multiple methods like hands on training, pamphlets, tests, or whatever to teach the lesson?

7.  When was the last time you reviewed your plan to check its viability?

3. Phase II

1.  Via what criteria would you bring in your phase II people?

2.  Will you need more office space and computers at that time to bring in phase II people?

3.  At phase II will you expand your workload to include more tasks?

4. Phase III Reconstitution

1.  What are the criteria you would use to make the decision to move to a phase III?

2.  What additional resources would you need to accomplish that feat?

3.  Do you have a designated staff person to manage reconstitution/recovery activities?

