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I.
Exercise  Objectives:
1.  Increase the awareness of Federal Agencies’ requirements for continuity planning with regard to a pandemic event.

2.  Identify special considerations for protecting the health and safety of Government employees and maintaining essential Government functions and services during a pandemic event.

3.    Discuss COOP plans and procedures for telework, safe havens, and evacuation pay during a pandemic event, and identify lessons learned or smart practices.

4.  Review the 11 elements of a viable COOP plan as outlined in Federal Preparedness Circular 65 as they relate to a pandemic event.

5.  Identify solutions or alternative actions to COOP challenges presented during a pandemic event.
II. 
Scenario Overview  

Purpose:  The purpose of this overview is to provide Exercise participants with background information and a chronology of significant events.  For the purpose of this Exercise, participants will operate under conditions for the following event-planning scenario:
The nation’s health community is on alert as there are more and more reports from countries in eastern Asia of individuals stricken with H5N1 (aka: Avian Flu).  The levels of animal outbreaks have risen and fallen over the past 18 months.  Recently, a new level of confirmed animal-to-human cases has been reported by the World Health Organization (WHO).  As in early 2006, additional human-to-human cases have been identified, but ruled out as a more virulent strain of the current strain of Avian flu.  Health officials remain on alert as cases appear across the region while stepping up efforts, in coordination with Agriculture officials, to monitor the spread of the virus.  

The U.S. Department of Agriculture is monitoring spot reports of possible animal outbreaks of H5N1 in the United States, Canada and Mexico.  All experts agree that the introduction of Avian Influenza into North America is likely in the next few months.  Economic impact studies of an Avian Influenza outbreak among the U.S. poultry population show very dire consequences.  Additionally, Department of Health and Human Services officials are concerned with the possible introduction of the influenza virus to the chicken population, which serves as their primary source for the eggs that are used in the vaccine production of seasonal flu vaccines.

U.S. Department of Homeland Security officials, in coordination with Department of Health and Human Services officials, are identifying and publicly stating the preliminary plans they will put into play should this virus go from animal-to-human to human-to-human transmission.  The nation will be divided up into Regions, based loosely on the FEMA regional structure.  Kansas City will fall under the authority and oversight of Region D, located in Dallas, Texas.  The senior Federal official who will preside over this Region will be announced at the time of an actual event.  This individual will be the Principal Federal Official (PFO) and will run operations from the Joint Field Office, with possible satellite offices located in impacted metropolitan areas.  The Federal response and communication to the public will follow guidelines established in the National Response Plan.  All Federal Agency communications and press releases related to the Pandemic emergency will be coordinated and released through the DHS Joint Information Center (JIC).  
Current News for the federal community:  The hurricane season started officially on June 1.  No current activity has been identified in the Atlantic or Pacific basins.  Throughout the nation, heavy rains through mid-May caused severe flooding in multiple States in the Midwest, as well as along the East Coast.  Presidential disaster declarations have been approved for Kansas, Missouri, Nebraska and Iowa for severe weather related emergencies.  Communities in and around the Kansas City area have been impacted by flooding that nearly rivaled 1993 flood stages.  Levees and mitigation measures prevented much of the damage caused during the 1993 flood, though some roads and low-lying areas were still impacted, causing small businesses to close temporarily and detours on selected roads.
IIII.
Method of After Action Reporting:

Each participating agency received a Participants Handbook that outlined the Exercise Purpose, Goals, Objectives, Rules of Behavior, and Scenario.  Three Annexes designed for the After Action Report (AAR) were included in the handbook:

· Annex A: Participants Individual Exercise Evaluation Form

· Annex B: General AAR

· Annex C: Agency Specific AAR

The three Annexes are retained at the end of this report.

Fifteen participating agencies provided Agency Specific AAR reports:

· Defense Finance & Accounting Service

· Federal Aviation Administration – Central Region

· Federal Transit Administration

· Social Security Administration

· National Records Center

· Transportation Security Administration – Kansas City International Airport

· U.S. Army Corps of Engineers – Kansas City District
· U.S. Department of Agriculture – Farm Service Agency

· U.S. Department of Agriculture – National Information Technology Center

· U.S. Department of Agriculture – Risk Management Agency

· U.S. Department of Energy – National Nuclear Security Administration

· U.S. Department of Homeland Security – Protective Security Advisor

· U.S. Department of Homeland Security – USCIS/National Benefits Center

· U.S. District Court –Western District of Missouri

· U.S. Environmental Protection Agency – Region VII
IV.
After Action Analysis:

Individual Evaluation Results (summarized from 144 respondents)

· Only 52.6% of survey respondents felt they had most or nearly all of the knowledge they needed on Pandemic and COOP planning prior to the exercise.

· 72.9% felt moderately to completely prepared for KC P.R.I.C.E. 2007.

· In regards to the training sessions held prior to the exercise, 63.2% of respondents said their received the tools necessary to test their plans.

· The majority of the survey participants (72.7%) felt the exercise allotted the right amount of time, and 24.7% needed more time.

· KC P.R.I.C.E. 2007 was well organized according to 94.9%.

· 85.4% found the exercise materials helpful.

· 96.5% felt the exercise met a majority of its state objectives.
· According to 88.9%, KC P.R.I.C.E. 2007 met or exceeded their expectations.

· 100% of survey participants indicated the Exercise had a positive effect on their understanding of Pandemic.
The Federal Executive Board conducted a complete analysis of the individual surveys.
Agency Strengths
Agencies reported several strengths as a result of their participation in KCPRICE 07 to include:

· Communications capability (6 Agencies)
· Devolution (2 Agencies)
· Human Capital (5 Agencies)
· Viable agency IT infrastructure (2 Agencies)
· Familiarity with COOP (policy, plan requirements, etc.) (2 Agencies)
· COOP/Pandemic plans in place (4 Agencies)
· Ready to execute agency Essential Functions (4 Agencies)
· Viable and functioning COOP site (3 Agencies)
· Delegations of Authority/Orders of Succession in place (8 Agencies)
· Telework established (4 Agencies)
· Exercise program in place (2 Agencies)
· Viral Records program in place (3 Agencies)
· Knowledgeable Emergency Coordinators (1 Agency)
· Supply needs met (1 Agency)
Agency Strengths Comments
· Delegation of authority – 4 deep; Communications tested regularly (one per month); Workforce tracked on a daily basis;  IT infrastructure viable; Alternate work schedule already established; VPN and web outlook established.
· Senior staff works well together to reach consensus; Recognition of need to have a comprehensive plan.
· The ability to reestablish communication and accomplish essential functions during a Pandemic event; An increased awareness of the risks and dangers inherent in a Pandemic event.
· The [Agency’s] Leaders are all very familiar with the COOP OPLAN, the principles associated with the 11 essential elements of a viable COOP plan, and our [region’s] Mission Essential Functions from our previous KCRICE exercises.  This knowledge and experience was put to good use during the COOP-PANDEMIC exercise.
· Plan to put Pandemic Plan on Web site when finalized and inform employees of its location; Discussed social distancing techniques that could be implemented (rotate lunch hours, meetings by phone, or increase hours for less interaction) and that social distancing techniques are identified in the Pandemic plan.

· Viable COOP site (hot) that can assist in the social distancing issues and/or protection of essential staff if the primary facility is no longer deemed safe.

· Initiative of all participants was outstanding; Lines of Successions are 4 to 7 personnel deep.
· The plan successfully addressed the germane issues surrounding a pandemic event.  The contents and the comprehensiveness of the plan were validated by its ability to address issues that came up during the escalating magnitude of the disaster.   However, because the plan is in draft form, implementation of some of the strategies that are described in the plan have not taken place yet.
Agency Weaknesses
Agencies reported several strengths as a result of their participation in KCPRICE 07 to include:

· Workforce not properly educated in COOP and/or Pandemic planning (6 Agencies)
· Telework program not full implemented/refined (8 Agencies)
· Lack of personal protection equipment (PPE) (2 Agencies)
· Employee contact list not comprehensive (1 Agency)
· Level of interagency coordination/communication (4 Agencies)
· Intra-agency communications/notification (1 Agency)
· Testing and serviceability of IT systems (7 Agencies)
· Viable Safe Haven/Social Distancing plans needed (3 Agencies)
· COOP/Pandemic plans need refining/updating (1 Agency)
· Review and prioritize Essential Functions (1 Agency)
· Dedicated Public Affairs for Pandemic Plan (1 Agency)
· Devolution needs inclusion/updating (1 Agency)
· Process needed to track employees during Pandemic event (2 Agencies)
· Reconstitution not part of Agency COOP Plan (1 Agency)
· Agency COOP Plans need addition of Family Safe Haven Plan (3 Agencies)
· Need for expanded procurement (credit card) authority ( 2 Agencies)
· Work alternative needed for employees who cannot Telework (1 Agency)
Agency Weakness Comments
· There is minimal employee awareness on pandemic planning and preparedness has taken place.  Plans have already started to do this.  The FOH unit met with the facility manager to start an awareness campaign.  

· There is no efficient process to track employee status for pandemic emergency and reporting, i.e., absent due to sickness or family member sickness. A report template exists, but no process exists.  

· The [Agency] Telework capability has not been fully assessed; therefore we do not know the breaking points of the Telework infrastructure, i.e., network, servers, software licenses. 

· The plan does not address reconstitution that describes a transition from COOP status to normal operations.    

· There is unfamiliarity with various issues regarding human resources processes/policy when work situations become extreme.  This would include employee compensation, mandates to come to work/stay home, recovery of government issued property from deceased employee’s home, and authorization to Telework while also caring for children in the home.  

· The Lines of Succession can never be too deep as events happen that make the unexpected a reality; each exercise identifies new communications areas that should be addressed; and knowledge of COOP, or more specifically,  Emergency Planning needs to be shared with all employees.

· Need to acquire more basic information about employees to have readily available for managers in the event of an incident such as next-of-kin information readily available and post information on [Agency] EPA intranet website that has been established solely for COOP.

· Need to fully test IT systems to handle Telework.
· Need to work with other federal partners to determine interoperability during a pandemic event.
· COOP Plan needs to be finalized and distributed better (Privacy Act issues being addressed) and Pandemic plan needs to be finalized for posting on Web (Intranet) site and communicated to employees.

· COOP planning is for 30 days but Pandemic event could last considerably longer.
· The Pandemic plan places a great deal of emphasis on our most important asset, our human capital, and our ability to carry out our Mission Essential Functions from an alternate worksite.  Each of these areas, and in particular our Telework capability and interoperable communications, will require additional work as we refine our initial draft of the Agency’s plan.
· Telework process is not readily implemented in a time of need and Social distancing plan is needed.

· Lack of “interagency” coordination/communication and lack of established protocol for employees who are injured or deceased.
· Some of the workforce is not educated adequately; Telework program not expended to all personnel; lack of personal protection equipment; and Employee Contact List not comprehensive enough.
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