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I.
Exercise  Objectives:
With the release of the National Strategy for Pandemic Influenza Implementation Plan, Federal Agencies have the responsibility to create an annex to their Continuity of Operations Plans that deal with a pandemic emergency.  This is a no-fault, non-attribution exercise.  Findings will not be forwarded to outside Agencies, higher headquarters, state and local agencies, or the media unless done so by individual Agencies.  This exercise will focus primarily on Agency Pandemic plans with regard to their continuity of essential functions.  

One of the primary strategies for preventing pandemic influenza is the same as those for seasonal influenza: vaccination; early detection and treatment with antiviral medications; and the use of infection control measures to prevent transmission.  However, when a pandemic begins a vaccine might not be widely available, and the supply of antiviral drugs may be limited.  The ability to limit transmission and delay the spread of the pandemic will therefore rely primarily on the appropriate and thorough application of infectious control measures in workplaces, the community and for individuals at home.  

Depending on the severity of a pandemic, and its anticipated effects to health care systems and the functioning of critical infrastructure, workplaces and communities may recommend general measures to promote social distancing.  Within the workplace, social distancing could take the form of guidelines modifying the frequency and type of face-to-face encounters that occur between employees (e.g. moratoriums on hand-shaking, substitution of teleconference for face-to-face meetings, staggered breaks posting of infectious control guidelines in prominent location) policies establishing flexible work hours or work sites including telework, and promotion of social distancing between employees and customers.  Below are the goals and objective for this year KC PRICE 08, Inter-Regional Pandemic COOP Exercise.


Objectives:

1. Test agency social distances plans to include but not limited to telework, alternate work schedules, tele/video conferencing, and alternate work sites.
2. Test agency IT staff support of a dispersed workforce working via telework or from alternate work sites and evaluate agency’s IT infrastructure support of a dispersed workforce (remote access of LANs, networks, communications).

3. Increase Associates/employee pandemic flu awareness and cooperation.

Note: Several agencies added internal objectives to the list above in order to exercise a specific function during a pandemic flu event.
Also, this exercise was focused (as noted by the objectives) on the ability of agencies to perform social distancing during a BDO event and not on each agency’s response capability.
II. 
Scenario Overview  

Purpose:  The purpose of this overview is to provide Exercise participants with background information and a chronology of significant events.  For the purpose of this Exercise, participants will operate under conditions for the following event-planning scenario:
The nation’s health community is on alert as there are more and more reports from countries in eastern Asia of individuals stricken with H5N1 (aka: Avian Flu).  The levels of animal outbreaks have risen and fallen over the past 18 months.  Recently, a new level of confirmed animal-to-human cases has been reported by the World Health Organization (WHO).  As in early 2006, additional human-to-human cases have been identified, but ruled out as a more virulent strain of the current strain of Avian flu.  Health officials remain on alert as cases appear across the region while stepping up efforts, in coordination with Agriculture officials, to monitor the spread of the virus.  

The U.S. Department of Agriculture is monitoring spot reports of possible animal outbreaks of H5N1 in the United States, Canada and Mexico.  All experts agree that the introduction of Avian Influenza into North America is likely in the next few months.  Economic impact studies of an Avian Influenza outbreak among the U.S. poultry population show very dire consequences.  Additionally, Department of Health and Human Services officials are concerned with the possible introduction of the influenza virus to the chicken population, which serves as their primary source for the eggs that are used in the vaccine production of seasonal flu vaccines.

U.S. Department of Homeland Security officials, in coordination with Department of Health and Human Services officials, are identifying and publicly stating the preliminary plans they will put into play should this virus go from animal-to-human to human-to-human transmission.  The nation will be divided up into Regions, based loosely on the FEMA regional structure.  Kansas City will fall under the authority and oversight of Region D, located in Dallas, Texas.  The senior Federal official who will preside over this Region will be announced at the time of an actual event.  This individual will be the Principal Federal Official (PFO) and will run operations from the Joint Field Office, with possible satellite offices located in impacted metropolitan areas.  The Federal response and communication to the public will follow guidelines established in the National Response Plan.  All Federal Agency communications and press releases related to the Pandemic emergency will be coordinated and released through the DHS Joint Information Center (JIC).  
Current News for the federal community:  The hurricane season started officially on June 1.  No current activity has been identified in the Atlantic or Pacific basins.  Throughout the nation, heavy rains through mid-May caused severe flooding in multiple States in the Midwest, as well as along the East Coast.  Presidential disaster declarations have been approved for Kansas, Missouri, Nebraska and Iowa for severe weather related emergencies.
IIII.
Method of After Action Reporting:

Each participating agency received a Participants Handbook that outlined the Exercise Purpose, Goals, Objectives, Rules of Behavior, and Scenario.  Three Annexes designed for the After Action Report (AAR) were included in the handbook:

· Annex A: Participants Individual Exercise Evaluation Form

· Annex B: General AAR

· Annex C: Agency Specific AAR

The three Annexes are retained at the end of this report.

Twenty-eight (28) agencies participated in KCPRICE 08.  The following agencies provided Agency Specific AAR reports:

1. Environmental Protection Agency

2. Federal Aviation Administration

3. Federal Emergency Management Agency

4. General Services Administration

5. National Highway Transportation Safety Administration

6. NOAA NWS – Central Region Headquarters

7. Occupational Safety & Health Administration

8. Social Security Administration

9. U.S. Courts

10. U.S. Citizenship and Immigration Service – National Benefits Center
11. U.S. Department of Agriculture – National Information Technology Center

12. U.S. Department of Agriculture – Risk Management Agency

13. U.S. Department of Commerce – NOAA NWS NLSC

14. U.S. Department of Energy – National Nuclear Security Administration

15. U.S. Department of Health & Human Services

IV.
After Action Analysis:

Individual Evaluation Results (summarized from 54 respondents)
The Federal Executive Board conducted a complete analysis of the individual surveys.
In summary, the FEB found:

· Sixty-seven percent of respondents felt KC PRICE 2008 had a very positive affect on their understanding of Pandemic and COOP.
· Nearly 30 percent of participants felt the exercise met ALL of its stated objectives.
· Over 96 percent of survey respondents felt the emergency exercise was moderately to extremely well-organized.
· Ninety-four of respondents felt the exercise exceeded their expectations.

Agency Strengths

Agencies reported several strengths as a result of their participation in KCPRICE 07 to include:

· Able to send payments to Treasury with Level 2 Emergency Response Personnel.

· [Agency] had178 employees/contractors able to telework with no problems.

· Meet all objectives for the exercise (KC PRICE/Agency objectives.
· OPM forms and references within Plan were helpful.

· Staff was well-prepared for the exercise which enabled things to move smoothly.

· Injects realistic, good effort to raise awareness among staff.

· Supervisors and staff able to communicate appropriately from alternate duty sites.

· Existing telework capabilities an asset during exercise.

· Knowledge of social distancing techniques, ability to still work on projects was good.

· Employee access to updated contact information worked well

· Staff awareness of pandemic related OPM guidance demonstrated.

· IT staff able to diagnose and correct problems.

· Staff remained calm during exercise.

· Lines of communication established and information passed on appropriately.

· Most questions answered by referring to COOP and Pandemic Plan.

· Strong leadership by the regional executive manger who was acting on behalf of the regional administrator; kept the exercise moving and participants focused.

· The agency showed strength in endurance and keeping the facility operational. Our only assumptions is that the exercise provided covered the “what ifs” and will help this and other agencies determine weaknesses (if any) and any strengths that will help the company endure the entire pandemic wave. 

· [Agency] can maintain operations in the event of a pandemic flu if the alternate facility and main facility are not operational. [Agency] has tested their Pandemic plan (Central region) with hopes that they too can maintain during such an event. 

· Through this exercise we were able to share a variety of social distancing techniques and communicated the reason and benefits for doing such efforts.

· We had approximately 250 regional employees telework, which did not strain our IT resources.

· General observation is that even with very little practical experience [Agency] personnel were able to grasp the concepts of COOP and respond to the scenarios with realistic measures.  The injects were “common ground” for many agencies.    

· The major observed strength was that participants were fully engaged and responsive.

· Social distancing was readily adopted by agency employees working on site.

· Telework had fewer problems than anticipated.

· The [Agency] worked steadily through the exercise injects, provided response and further identified a number of related topics for exploration.

· Good working relationships already exist with local public authorities in the local area. This will position the [Agency] to gather information as to their planned response and how it will affect [Agency] operations.

· An answer was documented for each inject. Ability to provide a viable answer confirmed a major premise of the COOP; that as Senior Staff work jointly to resolve day-to-day issues, they are also prepared to assume [Agency]  responsibilities (command and control) to work collaboratively during a disaster.  

· Initiative of all participants was outstanding.

· All participants were impressed with the Agencies current Pandemic Plan created from last years exercise.

· Breaking News website and the Pandemic Planning website

· A lot of plans are already in place for natural disasters.

· Good lines of communications. (2 responses)

· COOP/Pandemic plans and procedures tested with lock-ups used to test Order of Succession, Delegation of Authority.

· Continuity Communications: [Agency] senior staff made good use of BlackBerry Chat to simultaneously contact all senior staff.

· Pandemic Flu and health tip posters in building created awareness of issue and the exercise.

· Most staff members who were tasked in exercise responded in a timely manner.

Agency Weaknesses
Agencies identified weaknesses within their own Agency plans and procedures:

· Notification of building tenants.
· Identification within Agency and contractors who are active in the National Guards or Reserves. (2 responses)
· Additional pandemic Continuity procedures are required.

· One Operating Division expressed little buy-in from management, seemed too busy to participate.

· Computer systems to include a lack of understanding of working in remote environment for some.

· Keep contact information updated more regularly.

· Minimal understanding of OPM policies such as annual/sick leaves during a pandemic event for some.

· Server frequently had problems and actually crashed during the exercise.

· Difficulty in accessing secure servers to access email, shared drives, etc. (3 responses)
· Staff somewhat limited for certain tasks as staff were located at various off-site locations versus one centralized office site.

· Not always satisfied with responses from managers when inquiry made (one agency only).

· Some agencies slow in response to injects.

· Disappointment in two federal departments’ lack of involvement and lack of interest in exercising with [Agency] contact, especially after initial engagement.

· Participants conducted more of a tabletop exercise as opposed to a functional exercise and at a location where an actual pandemic would render its Alternate Facility a highly contagious environment. 
· Some participants did not have the entire pandemic flu plan with them or are aware of what the plan consists of. Although a pre-simulation meeting was held, information still seemed to be lacking. (3 responses)
· All around employee knowledge base may need to be updated and secured.  Knowing what to do and when is important to the workforce to maintain operations in the long run.

· Succession planning in our COOP is three deep in most areas, however we have decided it is necessary to go at least 5-deep to address a pandemic incidents because of the expected rate of absenteeism.  

· It was noted that the Agency’s telework policy included in our Pandemic Plan was already outdated and needs to be updated. 

· [Agency] mission area IT systems have not been prioritized by the Department.  [Agency] needs to know what IT systems are more critical than others so that resources can be assigned to only the most critical in the event the workforce is reduced by 40%.  (2 responses)      

· Some federal employee telecommuting agreements were not in place.  It could take time for contractors to obtain telecommuting privileges.    

· Succession planning needs to be more detailed and include identifying subject matter experts for various fields.

· Although the exercise did not strain IT resources, an actual pandemic affecting both agency and contractor employees could probably not be supported by our infrastructure.

· Some issues which surfaced during the 2007 exercise remained unresolved.

· During the exercise, the pandemic flu was found in geographic locations where other [Agency] offices are located. [Agency assist team] members concluded that HQ direction must be sought to assure that all [Agency] locations are responding appropriately and in accordance with established policy. [Agency] will be proactive with [Agency] HQ to inquire about development of agency policy and procedures during pandemic.
· Need web-based employee tracking system.

· Need standardized operating procedures for Humans Resources and how to processing survivor claims. Each exercise identifies new areas that should be addressed.

· [Agency’s] call down list was out of date or failed. (2 responses)
· [Agency’s] Regional and Area Offices had no specific office plan for alternate schedules, work at home, or closing the office.

· Compressed time schedule, and the great accommodations such as a clean building, air conditioning and good food, made it harder to determine what the actual responses would be when a person responds under austere conditions, tired and stressed out.
· Lack of staff familiarity with region telework policies.

· Latest version of Lines of Authority and Succession not in COOP and draft Pandemic Flu COOP plans.

· FEMA laptop computers not always configured with appropriate printer drives to be mapped to other printers.

· Some agency participants for telework expected more participation in the exercise.

· Lack of detail on how to implement social distancing measures.
Take Aways (broken down by Agency)
· Other suggested areas of improvement were:

· Develop a regional telecommuting

· Acquire personal protective equipment for employees.
· Research costs associated with providing employees with laptop computers.
· Items the Agency will take away from the Exercise

· Ensure Pandemic Plan is kept updated.
· Instruct the workforce in Pandemic prevention.
· Maintain operations under stressful and limited situations.
· Plan for the unexpected and expect "what ifs" to occur.
· The exercise was effective in exposing the overlooked items surrounding HR issues.

· We need to set aside emergency conference bridge numbers, to work with the National Finance Center and Headquarters HR to establish some canned reports.  

· Items the Agency will take away from the exercise

· Telework can be more effective than previously believed.

· Additional refinements are needed in making information of all kinds available to those who need it.

· Identify employees needing FTS calling cards for long distance conference calls.

· Items the Agency will take away from the Exercise

· After participating in the After-Action session on June 12, we noted that greater participation by [Agency] employees, Headquarters components and the Contract Organization would have been very beneficial. We plan to have discussions on holding additional exercises which involve reaching out beyond the [Agency assist team]. 

· The volume of published information on Pandemic Planning from the Federal Agency standpoint is enormous. Introducing subject matter experts (such as Facility Liaison, Timekeeper, COTR, Legal, etc.) to these materials (such as [Agency] Pandemic Plan, OPM Pandemic Guidelines, etc.) will allow the [Agency assist team]to capitalize on existing services and resources. 

· Current pandemic procedures are good and cover many situations, but not all.  

· Plan needs to be more specific and questions about when and how employees would work need to be discussed prior to an event.
· How could the Exercise be better?

· Spread out issuance of injects and not in bundles.

· Use more slides and other graphics (e.g., posters) to display the WHO and USG pandemic flu levels.

· Involve more staff members directly to the exercise and increase their participation with more challenging tasks.

· Increase testing of telework including more staff member participation and at-home (as opposed to simulation) telework.

· Involve selected units at Headquarters in exercise including more conference calls.


































FOR OFFICIAL USE ONLY

PAGE  
2
FOR OFFICIAL USE ONLY


