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I.
Exercise  Objectives:
This is a no-fault, non-attribution exercise.  Findings will not be forwarded to outside Agencies, higher headquarters, state and local agencies, or the media unless done so by individual Agencies.  This exercise will focus on Agency Continuity plans with regard to their continuity of Essential Functions.  

Federal Continuity Directive 1 (FCD 1) lays out the requirements that Federal Executive Branch agencies develop and maintain active Continuity plans.  FCD 1 states, in part, that Continuity planning facilitates the performance of executive branch essential functions during all-hazards emergencies or other situations that may disrupt normal operations. The ultimate goal of continuity in the executive branch is the continuation of National Essential Functions (NEFs).  Continuity planning is simply the good business practice of ensuring the execution of essential functions through all circumstances, and it is a fundamental responsibility of public and private entities responsible to their stakeholders. Today’s asymmetric threat environment and the potential for no-notice emergencies, including localized acts of nature, accidents, technological emergencies, and military or terrorist attack related incidents, have increased the need for robust continuity capabilities and planning that enable agencies to continue their essential functions across a broad spectrum of emergencies.  This, coupled with the potential for terrorist use of weapons of mass destruction (WMD),

has emphasized the importance of continuity programs that ensure continuity of essential government functions throughout the Federal executive branch.

Objectives for KC RICE 09:

1. Testing of Alert, Notification and Activation procedures for continuity personnel and all other personnel.

2. Conduct test of plans for recovering vital records (both classified and unclassified), critical information systems, services and data.

3. Conduct a viability test of their continuity facilities (e.g., power, water, fuel).
4. Test internal and external interoperability and viability of communications systems, through monthly testing of continuity communications capability, (e.g., secure and non-secure voice and date communications).

5. Test capability of agency to perform its Agency’s Mission Essential Functions, as identified in the COOP.  (Reference:  FCD-2)

6. Testing of internal and external interdependencies in the agency’s continuity plans, with respect to performances of an agency’s and other agencies’ MEFs.

Note: Several agencies added internal objectives to the list above in order to exercise a specific function during a pandemic flu event.
II.
Scenario Overview
Purpose:  The purpose of this overview is to provide Exercise participants with background information and a chronology of significant events.  For the purpose of this Exercise, participants will operate under conditions for the following event-planning scenario:
The National Earthquake Center in Golden, Colorado, reports that an earthquake measuring 6.9 on the Richter scale occurred at 1500 (CDT) or 3 p.m. on Tuesday, June 23, 2009.  The earthquake was along the Humboldt fault zone with an earthquake epicenter in the general area of Atchison, Kansas with damage experienced as far away as Omaha and Kansas City.  Initial damage reports put at least 227 people killed, 1,000 injured and 10,000 buildings damaged or destroyed all through out the Eastern Kansas Area. Some damage is report in South Eastern NE too. Tremors were felt throughout the Midwest. 


Kansas City seems to be hit pretty hard as well as Omaha.  Some of the 
buildings in the Kansas City area stayed intact and others did not. The long 
I-35 over pass going through the downtown Kansas City area has partially 
collapsed and rescuers are waiting to recover bodies from cars crushed by 
the quake. Witnesses say that during the earthquake several buildings in the 
downtown area like City Hall and the Federal building actually started to 
sway.
Current News for the federal community:  The hurricane season started officially on June 1.  No current activity has been identified in the Atlantic or Pacific basins.  Throughout the nation, heavy rains through mid-May caused severe flooding in multiple States in the Midwest, as well as along the East Coast.  Presidential disaster declarations have been approved for Kansas, Missouri, Nebraska and Iowa for severe weather related emergencies.
IIII.
Method of After Action Reporting:

Each participating agency received a Participants Handbook that outlined the Exercise Purpose, Goals, Objectives, Rules of Behavior, and Scenario.  Three Annexes designed for the After Action Report (AAR) were included in the handbook:

· Annex A: Participants Individual Exercise Evaluation Form

· Annex B: Agency Specific AAR

· Annex C: Agency Specific AAR (for internal Agency use)

The three Annexes are retained at the end of this report.

Twenty-four (24) agencies participated in KC RICE 09.  The following agencies provided Agency Specific AAR reports:

1. Dept. of Agriculture/National Information. Technology Center

2. Dept. of Energy/National Nuclear Security Admin

3. Dept. of Health & Human Services

4. Dept. of Housing & Urban Development
5. Federal Aviation Administration

6. Federal Emergency Management Agency

7. National Oceanographic and Atmospheric Administration/NWS

8. Social Security Administration
9. Transportation Security Administration
10. U.S. Army Corps of Engineers

11. U.S. Courts

12. U.S. Customs & Immigration Service/National Benefits Center
13. U.S. Marine Corps/Technology Services Organization
III.
After Action Reporting Results
Individual Evaluation Results (summarized from 107 respondents)
The Federal Executive Board conducted a complete analysis of the individual surveys.
In summary, the FEB found:

Over 95% of the survey respondents felt that KC RICE 2009 has a positive effect on their understanding of Continuity of Operations Plans and their role during continuity activation.

Thirty-eight percent of the respondents believed that all of the KC RICE 2009 stated objectives were met and over 44% believe that many of the stated objectives were met.

About 51% of the evaluations reported that the KC RICE materials and information provided before and during the exercise could have been more helpful.

Nearly 74% of respondents felt that enough exercise time was allowed for the 2009 KC RICE.

The majority of survey respondents rated KC RICE 2009 a seven (7) out of ten (10) when asked: “Considering all of the expectations you may have had about the exercise, to what extent has the exercise met your expectations?” 

The common themes recorded from the Participant Evaluations on their lessons learned from KC RICE 2009 featured: 

· Updates needed to COOP plans to include: correct personnel lists and contact information, clearer definitions, missing information and tools, missing steps to complete gaps in agency COOP processes

· Information Technology issues that are associated with COOP such as telework agreements, VPN assignments, agency specific application access, wireless network connectivity, strains on IT systems with multiple remote access workers, and other technology hardware issues at alternate facilities.

· Succession Planning, specifically the need for a deeper line of succession in various COOP events.

· Purchasing and contract authorization policies/procedures during an emergency.

When asked what changes they would like to see in future exercises, the respondents indicated these ideas: 

· Many would like more MSEL injects to hit a wider variety of personnel.  In question 7 of the evaluation, respondents indicated an adequate amount of time was given for KC RICE 2009.  However, a number of respondents mentioned they would like to have a longer exercise (ranging from 1 entire day to 3 days).

· A large number of the evaluation respondents, stated that they believe a better test of their COOP plans would be with an impromptu exercise or one announced with limited time to prepare.  

Another trend in the respondents’ ideas was to have an exercise that forced more interaction within their own agency divisions as well as across agencies in the area as well as incorporating contractors.

· Agency Strengths
Agencies reported several strengths as a result of their participation in KC RICE 09 to include:

· Flow of information from Region VII to [Agency] EOC went well. Good overall preparedness, such as backup power at ERS, network access capability for leadership team, and the access to an agency controlled ERS. Communication from EOC to ERS is sufficient, but exposed the need for redundant communication and data systems.
· Agency preparation is never what it could be, but given operational constraints, preparation was adequate or better.

· Continuity Plan worked as a basic framework, but needs tweaking.
· Emergency notification indicated a 78% success rate.  Twenty-five of the 32 persons contacted responded to the notification within 30 minutes.

· Multiple alternate communications methods and services have been implemented.  Fifteen of seventeen persons succeeded in testing their GETS cards.  Twenty out of 22 persons successfully sent a PIN to PIN message from their Blackberry device.

· Personnel security vital records are under good control and strong internal controls are practiced to safeguard PII and other sensitive information.    

· Most participants who were tasked in exercise responded in a realistic and timely manner.

· Facility manager was able to quickly assess the impact to the building and provide valuable information to senior staff about the capability to continue operation at the primary facility.

· Required continuity personnel to sign in upon arrival to simulated alternate site.

· Discovered that some BlackBerry devices are serviced by Verizon and some by MCI.  This gives us redundancies.

· Vendors and suppliers have alternate locations (St. Louis or Springfield) which they could utilize in the event of a regional disaster affecting Kansas City.

· Recognition that GSA will be focused on damaged Federal properties and as [Agency] is in leased space and scenario, we have Property Management to rely on for required supplies/services. 

· Able to respond with short notice on several items not previously explored.  

· Misconception about quantity of files shipped was clarified quickly

· All participants were able to access the records that 
they needed to get their day-to-day work completed via the VPN (2 agencies had this observation)
· [Agency] contracted IT staff on site was beneficial.

· The exercise provided the awareness that some documents in agency COOP plans needed updating, and exposed gaps not normally seen (how will we purchase supplies, medical attention for staff).

· Rapid setup of Continuity Facility noted and a strong leadership role assumed by [Agency] Administrator and Deputy Administrator during the exercise.  Also, very realistic agency-specific injects.
· Our organization has been evolving and restructuring for the past few years. This exercise provided for extended participation allowing more staff to be exposed to a larger scale COOP exercise. This was the first exercise where we had a significant number of players in place for a [agency-specific event].

· This is the first exercise we have conducted since [major database system] has been off-site. Access to [database], one of our major database management systems, was seamless which made Essential Functions easy to accomplish.
· [Agency] knows its facility well including the good and bad components.  It learned more this year about the capabilities and weaknesses of the site.
· Once communication was restored, BlackBerry, e-mail, VPN worked well so there are redundant means of communication.

· Continuity Communications (satellite phones, amateur radio, etc.) tested and found effective.

Cash was not available, thus [Agency] struggled making any purchases requiring cash.

· Agency Weaknesses
Agencies identified weaknesses within their own Agency plans and procedures:

· Using Remote Desktop as our remote connectivity solution presented a challenge for access to systems, files, and resources. Alternative access methods were available such as JRAN and iNotes for Web mail; VPN client on court laptops for access to the court’s nationwide network, etc.

· Various functional areas within our court still maintain paper records. These paper records are considered “vital records” and would otherwise not be recoverable in this scenario.  Imaging of paper records may be considered in future planning.

· Equipment available during the exercise was adequate; however, we may consider amplification needs for the courtroom, evidence presentation needs, and electric power (in general), and access to court reporting equipment.
· Management does not have a master list by program office of people who are teleworking.  There are individual telework agreements, but no list summarizing basic information such as the total number teleworkers, their names, office, title/job function, telework schedules, and contact information.
· Staff detailed to the [Agency] need inclusion in Continuity plans and exercises even though they report elsewhere. 

· Several offices advised that they had no staff teleworking.
· IT advised that until all [Agency] personnel using [Agency] access, including managers, logged on to the system the full effect on the servers could not be tested.
· Refinement of two-way contact mechanisms needed.  Supervisors have contact info for employees, but employees need info on contacting supervision.

· Need to verify that devolution agency has access during Continuity event

· Additional training for workforce in communications methods identified.

· Managers do not know where employees or contractors live in the event there was a regional disaster.
· Emergency purchase procedures or guidance are not identified in the [Agency] COOP Plan or [Agency] Business Continuity Plan.

· Not skilled in using alternate technology and services like Blackberry PIN to PIN messaging and GETS cards.  Procedures were not immediately available.  Had to activate GETS card to complete MSEL action items.

· Some managers were not issued GETS cards. Suggest more personnel be issued GETS cards. We also need Wireless Priority Service.
· Documentation to support the Senior Emergency Action Team (SEAT) must be maintained to assure the most effective use of time and resources.

· Workable ideas that are not included in response checklists will likely be overlooked during a real crisis. 

· Need to ensure that the new RA of our hosting agency is aware of our MOU and may need to update it to include current signatures.  Also need to ensure that fax capabilities exist at the site and incorporate that information into our plan.
· Should have engaged more staff from their safe-haven and use of alternate site for exercise – this is more realistic, will plan for this next exercise.

· Some wireless equipment did not work.

· [Agency] needs to look closer at their Human Capital part of the plan, communicating back and forth with staff during an emergency.  Is the Hotline number the best way to communicate to staff or is there something else to complement this?  Right now we only have a one way communication source to employees.  Website, etc.?

· MSELS need considerable attention prior to next exercise, create a small workgroup to help get these more realistic and current for [Agency].  Don’t just recycle MSELS used in past exercises.

· PIO for [Agency] made an effort to engage other federal agencies during this exercise.  Planning for this effort needs to be included and practiced at each FEB annual exercise.
· COOP was difficult to implement without communications.  [Agency] could not tell what was going on in Kansas City and could not contact employees at home to brief them and advise of actions

Our emergency power systems would run out of fuel after 4 days because [Agency] only fills the tanks half way.  Could extend this to 8 days if tanks kept full.

· Take Aways
Agencies identified the following take-aways from their exercise experience:
· Need for ongoing coordination with activity to which we devolve.
· Need for maintaining/updating contact information for employees and supervisors.
· Need to provide training to personnel in acting roles.
· Having good procedures helps make up for unfamiliarity with unusual circumstances.
· Establish a set of frequencies (by band) which [Agency] will use to communicate with field offices in the event of a total communications failure.

· Establish a Site B for use when Site A is inaccessible or is damaged.

· Work with building manager to see if fuel tanks can be kept full, or if they can be made full prior to a pending event which might yield a long-term power outage.

· Investigate having a check writer at each field office from the non-bargaining unit cadre.

· Develop a database of satellite phone locations and a plan to maintain the list into the future.

· Exercise brought home the importance of Vital Records planning.

· Demonstrated need for greater participation in COOP planning events.

· Better understanding of [Agency] reliance on transportation/vendors to keep work product moving in support of agency’s mission essential functions.

· [Agency] reconfirmed that their choice of Continuity Facilities is still flexible and appropriate for their needs.

· Need to develop a method to communicate with employees, not just with messages going out to the employee but a vehicle for the employee to reach back to the agency or managers (website, message board, etc.).

· Recognize the importance of your respective plans and the need to keep the information current and up to date.

Annex A: 
Participants Individual Exercise Evaluation Form

Please fill out form at the end of the exercise.  Answers to the following questions are meant to help us improve and enhance the Kansas City (KC) COOP Working Group (CWG) Exercises. Your answers are confidential.  Thank you in advance for your time. 

1. How much knowledge of Continuity of Operations Plan(s) and your role during continuity activation did you have prior to exercise? (circle one)


1
2
3
4
5

None of the
Some of the
Most of the
Nearly all of
Not applicable 

knowledge
knowledge
knowledge
 the knowledge


2. How prepared were you for the exercise? (circle one)


1
2
3
4
5

Not 
Somewhat
Moderately
Completely
Not applicable 

prepared at all
prepared
prepared
prepared


3. How did the exercise affect your understanding of Continuity of Operations Plan(s) and your role during continuity activation? (circle one)


1
2
3
4
5

Very 
Somewhat
Somewhat
Very
Not applicable 

negative effect
negative effect
positive effect
positive effect


4. How well did you understand the exercise’s objectives listed in paragraph I. of this study guide?   (circle one)


1
2
3
4
5

No 
Some
Moderate
Complete
Not applicable 

understanding
understanding
understanding
understanding


5. How well did the exercise meet the stated objectives?  (circle one)


1
2
3
4
5

None of its
Some of its
Many of its
All of its
Not applicable 

objectives
objectives
objectives
objectives


6. How helpful was the exercise materials and information you were provided before and during the exercise?  (circle one)


1
2
3
4
5

Not at all
Somewhat
Moderately
Extremely
Not applicable 

helpful
helpful
helpful
helpful


7. How would you rate the amount of time allowed for the exercise? (circle one)


1
2
3
4
5

Much less time
Somewhat less
A little less 
Just enough
Not applicable 

time than needed
time than needed
time than needed
time


8. How well organized was the exercise? (circle one)


1
2
3
4
5

Not at all
Somewhat
Moderately
Extremely
Not applicable 

organized
organized
well organized
well organized

9. Off-Site Exercise Execution – Please indicate your level of satisfaction with the exercise play and you ability to successfully receive the exercise action items in a timely and accurate manner.  


1
2
3
4
5



Not at all
Somewhat
Moderately
Extremely
Not applicable 

organized
organized
well organized
well organized

10. Considering all of the expectations you may have had about the exercise, to what extent has the exercise met your expectations?  (circle one number below)

Falls short






Exceed
ed
of expectations





expectations
1            2             3            4            5           6           7             8               9             10
14. What is the most significant thing that you learned from the exercise? 

14. What deficiencies in your Continuity of Operations Plan(s) or Continuity planning did you identify?

14. What would you like to see done differently in future exercises? 

14. Off-Site Agencies:  Please provide additional comments that you may have on the off-site exercise execution and your ability to communicate with the Exercise Staff and you’re On-Site Agency representatives:  ____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Please write any additional comments in the space below:  


Thank you for taking the time to fill this out.  

Annex B:  

General After Action Report (AAR)

(for submission to FEMA for AAR)

Agency:

Agency Personnel Participating:         List all personnel participating

Exercise Name


KC RICE ‘09 

Exercise Objectives:






List the Exercise General Objectives






List any specific Agency Objectives 

Exercise Description:

General Observations:   

Agency Strengths Observed

Agency Weaknesses Observed:

Conclusion:  
· Items the Agency will take away from the exercise

· How could the Exercise get better?

Annex C:          Agency Specific After Action Report (AAR)
(for Agency internal AAR)

Agency:

Agency Personnel Participating:          List all personnel participating

Exercise Name


KC RICE ‘09

Exercise Objectives:






List the Exercise General Objectives






List any specific Agency Objectives 

Exercise Description:

General Observations:   



1.  Comments on exercise design 



2.  Comments on exercise structure and flow



3.  Comments about Agency preparation for the exercise



4.  General Comments about Agency participation in the exercise

Agency Strengths Observed


1.  Continuity of Operations Plans and Procedures

2.  Identification, Resource and plan to execute agency mission essential functions


(MEFs)


3.  Delegations of Authority


4.  Orders of Succession


5. Continuity Facilities


6. Continuity Communications


7.  Vital Records Management


8.   Test, Training and Exercise (TT&E)


9.  Human Capital


10. Devolution of Control and Direction


11.  Reconstitution

Agency Weaknesses Observed:


1.  Continuity of Operations Plans and Procedures


2.  Identification, Resource and plan to execute agency mission essential functions


(MEFs)


3.  Delegations of Authority


4.  Orders of Succession


5. Continuity Facilities


6. Continuity Communications


7.  Vital Records Management


8.   Test, Training and Exercise (TT&E)


9.  Human Capital


10. Devolution of Control and Direction


11.  Reconstitution

Conclusion:  

-Specific things the Agency will take away from the exercise

-How could the Exercise get better?
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