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I.
Exercise Purpose and Objectives
Purpose

The purpose of this exercise is to test the Federal Community’s ability to activate, mobilize and commence initial emergency Continuity of Operations under guidance outlined in Federal Executive Branch (FEB) Federal Continuity Directive FCD-1, federal statutes, Executive Orders, and Agency plans.  This is a NO-FAULT, non-attribution exercise.  Findings will not be forwarded to outside Agencies, higher headquarters, state and local agencies, or the media unless done so by individual Agencies.  This exercise will focus primarily on activation of your Continuity of Operations Plan(s) from your continuity facilities in response to events that affects the Kansas City metropolitan area.  
Objectives for the KC RICE 09 Exercise: 


KC RICE 09 will focus on the following objectives: 
1. Testing Alert, Notification, and activation procedures for Continuity personnel and all other personnel;
2. Test plans for recovering or accessing Vital Records (both classified and unclassified) critical information systems, services and data;
3. Conduct a viability test of Continuity Facilities (e.g., power, water, fuel);
4. Test internal and external interoperability and viability of communications systems, through monthly testing of continuity communications capabilities (e.g., secure and non-secure voice and data communications);
5. Test capabilities required to perform an agency’s Mission Essential Functions (MEFs) as identified in the business process analysis; and
6. Test internal and external interdependencies identified in agency’s continuity plan, with respect to performances of an agency’s and other agencies MEFs.
II.
Participant Instructions/Rules of Conduct

1. The exercise is designed to test procedures and systems, not individual performance.
2. Operations and actions by participants should be consistent with information outlined in their Continuity of Operations Plan(s).  Again the system is being tested not people.
3. Use of equipment, telephone numbers, radios and radio frequencies should be consistent with the Continuity of Operations Plan(s).
4. It is recommended that all participants and groups write down operational and organizational actions performed during exercise activity on easels or on log sheets to document actions during the exercise.
5. Agencies need to create a log of exercise traffic.  This information would be used to keep a log of lessons learned plus provide evidence that the exercise took place.  It is recommended agencies set up a separate email for this exercise traffic.  When responding to emails with follow-on email traffic, be sure to include a separate email address that captures the data and actions taken for future reference in the After Action Review process.
6. All live calls, emails and responses which are to be used during the exercise, MUST be prefaced with “This is an exercise” to prevent potential misinterpretation by outside parties.
7. Agencies will conduct play in the exercise from their Continuity Facility, or a simulated alternate site.

8. Agencies have the responsibility to write their respective MSEL action items.  Each agency Simulation Cell (SIM CELL) representative will send out agency-specific MSEL injects along with generic injects sent out simultaneously to each agency; each agency SIM CELL representative can determine when to release agency-specific injects.
9. Agencies have the sole responsibility to devise and deliver their action times during the exercise.  They must name one person to run their exercise play from the SIM CELL.  The CWG exercise committee will handle all scenario development.  The scenario piece will be given to the agency representative in the SIM CELL.
10. All communications messages between Agencies and exercise cells participating in the exercise are the responsibility of each individual Agency to execute.

11. Each participating Agency has the responsibility to staff sufficient exercise controller/evaluators for its Continuity Facility operations to include sufficient staff in the SIM CELL.
12. The CWG exercise cadre will be operating out of the FEMA Region VII, Regional Resource Coordination Center (RRCC) during the exercise.  It will deliver the scenario injects to exercise participants via various communications mediums.

13. Agencies will have access to an exercise telephone directory.  Agencies can list whomever they wish in the directory.  All parties are encouraged to communicate with other agencies during the course of the exercise.  Each Agency will list a primary and back-up phone number and primary and back-up email address at its Continuity Facility. This information will be secured as “For Official Use Only” and not releasable to non-governmental organizations or persons not participating in the exercise.
14. There will NOT be a functional interagency Joint Information Center (JIC) participating in the exercise.  Each Agency will have to be prepared to play a press role within the exercise just for its exercise.
15. Agencies may generate unscripted free play during the exercise. They would direct such exercise play to their simulations cell representative.  That person directs the traffic to the intended agency representative within the SIM CELL.
16. GSA personnel should send copies of email traffic to the exercise database. This exercise address is R6COOP Exercise@gsa.gov. (there is a space between R6COOP and Exercise). 
III.
Exercise Assumptions
Operational Assumptions 

1. The Exercise is in compressed time. The exercise will be simulating action over several days.\

2. The primary communications mode for this exercise will be via email activity between the SIM CELL Agency liaisons to the Agency Continuity Facility.  Phone calls may be used as secondary means to distribute or receive information.  Agencies are encouraged to utilize facsimiles and secure communications where possible to ensure the operational status of such devices.

3. At the start of the exercise all communications and IT infrastructure might or might not be intact and operational.  Cell phone towers have a tendency to go down during severe events.  Exercise controllers might also render them unavailable from time to time to test viability of other methods of communications.

4. All Agency Continuity Facilities survive the event and are available.

5. The exercise focus will be response to a natural disaster.  Other types of threats and secondary damage can adversely affect agency response.

6. Responses are to be based on accepted standards, practices and policies for Agencies.
7. It is to be assumed that Washington always has good communication lines to Kansas City to deliver its instructions.

8. Communications with people not participating in the exercise may be simulated or accomplished through role-playing.
9. Responses to action items and inquiries should be accomplished with as much detail as possible and should meet exercise officials requirements.
10. Participants can expect some limited feedback and interaction with the SIM CELL.

11. Communications initiated by other Agencies should be treated with the same level of importance exercise MSEL or action items.

12. Action items might not flow to participants in a logical chronological order.
13.  Agencies are encouraged to conduct meetings of their senior people prior to deployment to the Continuity Facility to discuss what is known about the exercise scenario at that point.

14. Exercise training for participants is each Agencies responsibility. 

  IV. 
Scenario Overview  

 Earthquakes in Kansas a real threat

By:  Christine Metz
May 2, 2008

At the base of Tuttle Creek Reservoir, a 20-ton clamshell excavator removes giant buckets of earth, making way for huge concrete walls.  The amount of cement in those walls could pave a sidewalk between Tuttle Creek just outside Manhattan, Kan., and Washington, D.C.

Earthquakes in Kansas



While rare, these natural disasters have the potential to rock the state.  This $150 million project is all the proof you need that earthquakes are a real threat in Kansas.  Without these walls, catastrophe could strike, the U.S. Army Corps of Engineers has decided.  Twelve miles east of the dam is the Humboldt Fault Zone, a series of north-south fault lines that run from Oklahoma City to Omaha, Neb.  An earthquake in this region - not much greater than one that shook southern Illinois earlier this month or was felt in Manhattan more than a 140 years ago - could mean a breach in the dam.
Water pours out at 300,000 cubic feet per second - five times faster than Kansas River floodwaters in 1993.  In two to six hours, water would inundate downstream Manhattan. The local shopping mall would be less than 10 feet of water, the levee would fail and water would lap at the outskirts of Kansas State University.  In the water's path are 13,000 people and 5,900 homes.  The scene is like something out of a disaster movie and not one all residents believe will happen.
But geologists and engineers say the threat is real.  "They are very possible in the Midwest, and they occur on a regular basis," said Kathleen Lust, the Corps' resident engineer on the Tuttle Creek Dam Safety project.
In the Fault Zone
Just 15 miles from Manhattan is Wamego, home to the first - and largest - earthquake ever reported in Kansas.  On April 24, 1867, the earth moved as far away as Dubuque, Iowa.  In Manhattan, people rushed to the streets and a two-foot wave was spotted on the Kansas River. Doors and windows rattled in Lawrence.  And a Leavenworth man was shaken off a load of hay.  The earthquake was estimated at 5.1 on the Richter scale. More than 25 earthquakes have been felt since.  Many Kansas earthquakes are along the Humboldt Fault Zone.  However, Kansas' largest earthquake in the past 50 years - one that registered around 4 on the Richter scale - was along a fault line that runs from Wichita to the Black Hills.  "It doesn't matter if you are a native Kansan or not, most people are surprised to find out that there are, from time to time, small earthquakes," Don Steeples said. Now a vice provost of scholarly support at Kansas University, Steeples has spent a good part of his career as a geophysicist studying earthquakes in Kansas.  For 12 years, he worked to record every earthquake along the Humboldt Fault Zone. He found a couple of shakes every year, but nothing more than a magnitude of 2.7, which is almost too small to feel.  However, he believes the Humboldt Fault Zone has the potential to produce earthquakes in the 6 to 6.5 range.  "That's a pretty good-size earthquake," he said. "You know it wouldn't cause widespread devastation to homes.  Damage?  Yes. But flattening homes, killing lots of people, not a magnitude of 6 or 6.5." Large structures - power plants, dams and skyscrapers - are most at risk, said Rex Buchanan, Kansas Geological Survey deputy director.  "For the most part, these are not issues that affect everyday people," he said. "Yeah, you might feel an earthquake, but it is not exactly something that I lie awake at night worrying about."
Earthquake-proof
Officials were aware of the Humboldt Fault Zone before Tuttle Creek was built in the 1950s. What wasn't as obvious were the threat powerful earthquakes posed to earthen dams.  That changed in 1971, when a 6.7 magnitude shook California's Lower San Fernando Dam. According to the U.S. Geological Survey, a landslide carried away the dam's crest and upstream concrete facing, leaving a narrow wall of dirt.  Had the dam been at maximum capacity, it would have breached and flooded the valley below.  More than 80,000 people were forced to leave the valley.
Beginning in the 1980s, the Corps of Engineers studied Tuttle Creek.  It determined an earthquake of magnitude 5.7 to 6.6 would cause sand underneath the dam to liquefy into quicksand, causing the dam to spread out and the top to drop up to three feet.
While the dam wouldn't fall below lake level, a large earthquake would cause water to seep through the dam, eroding it internally until it failed.  To solve the problem, the Corps has engineered a project unlike any in the world.  More than 350 concrete walls - 45 feet long, 60 feet deep and 4 feet wide - are being dug at the base of the dam to replace the earthquake-susceptible sand and stabilize the toe of the dam.  The project is on track to finish by September 2010.  If an earthquake were to occur before then, the dam has been fitted with elaborate sensors that can set off an alarm system.  Sitting below the dam are six sirens that will sound a warning alerting people to head for high ground.  Dam-hurting earthquakes have a probability of occurring once every 1,800 years, the Corps said.  "There are still people that say, we are in Kansas.  There are not earthquakes here.  It is not going to happen here. I hope they are right," said Brain McNulty, the Corps' operation manager at Tuttle Creek.  "But I am not willing to take the risk, and the organization is not willing to take the risk to jeopardize that many people downstream."

http://www2.ljworld.com/news/2008/may/02/shaking_kansas/
Current News for the federal community:
Agencies throughout the country involved in response to natural disasters are calling up all qualified personnel to respond respectively.  GSA has activated all of their Regional Emergency Coordinators to remain on standby to deploy to the affected areas to assist in the federal response.  Health and Human Services are also on standby to deliver medical support to the federal response efforts.  US Army Corps of Engineers remains actively involved and are monitoring the progress through the rest of the country for concerns.
V.     Exercise Agenda

June 24, 2009 

07:30 – 08:00

Sign in at various agency sites. 

08:00 – 08:30

STARTEX - June 23, 2009, Day 1 
08:30 – 09:00 

June 24, 2009, Day 2
09:00 – 12:00

June 28, 2009, Day 5
12:00


ENDEX 



Organizations should conduct a quick hot wash on lessons learned from 




the exercise. The results from that meeting should be turned in to FEMA 




at the 13:30 FEMA meeting. 

13:30


Agency Representatives meet at FEMA Region VII, 

9221 Ward Parkway, Kansas City, Missouri – 2nd floor

KC RICE 09 for Hot Wash and Conclusion

Annex A: 
Participants Individual Exercise Evaluation Form

(Please bring to the exercise) 

Please fill out form at the end of the exercise.  Answers to the following questions are meant to help us improve and enhance the Kansas City (KC) COOP Working Group (CWG) Exercises. Your answers are confidential.  Thank you in advance for your time. 

1. How much knowledge of Continuity of Operations Plan(s) and your role during continuity activation did you have prior to exercise? (circle one)


1
2
3
4
5

None of the
Some of the
Most of the
Nearly all of
Not applicable 

knowledge
knowledge
knowledge
 the knowledge


2. How prepared were you for the exercise? (circle one)


1
2
3
4
5

Not 
Somewhat
Moderately
Completely
Not applicable 

prepared at all
prepared
prepared
prepared


3. How did the exercise affect your understanding of Continuity of Operations Plan(s) and your role during continuity activation? (circle one)


1
2
3
4
5

Very 
Somewhat
Somewhat
Very
Not applicable 

negative effect
negative effect
positive effect
positive effect


4. How well did you understand the exercise’s objectives listed in paragraph I. of this study guide?   (circle one)


1
2
3
4
5

No 
Some
Moderate
Complete
Not applicable 

understanding
understanding
understanding
understanding


5. How well did the exercise meet the stated objectives?  (circle one)


1
2
3
4
5

None of its
Some of its
Many of its
All of its
Not applicable 

objectives
objectives
objectives
objectives


6. How helpful was the exercise materials and information you were provided before and during the exercise?  (circle one)


1
2
3
4
5

Not at all
Somewhat
Moderately
Extremely
Not applicable 

helpful
helpful
helpful
helpful


7. How would you rate the amount of time allowed for the exercise? (circle one)


1
2
3
4
5

Much less time
Somewhat less
A little less 
Just enough
Not applicable 

time than needed
time than needed
time than needed
time


8. How well organized was the exercise? (circle one)


1
2
3
4
5

Not at all
Somewhat
Moderately
Extremely
Not applicable 

organized
organized
well organized
well organized

9. Off-Site Exercise Execution – Please indicate your level of satisfaction with the exercise play and you ability to successfully receive the exercise action items in a timely and accurate manner.  


1
2
3
4
5



Not at all
Somewhat
Moderately
Extremely
Not applicable 

organized
organized
well organized
well organized

10. Considering all of the expectations you may have had about the exercise, to what extent has the exercise met your expectations?  (circle one number below)

Falls short







Exceed
ed
of expectations






expectations

1              2               3              4              5             6             7               8               9             10                    

14. What is the most significant thing that you learned from the exercise? 

14. What deficiencies in your Continuity of Operations Plan(s) or Continuity planning did you identify?

14. What would you like to see done differently in future exercises? 

14. Off-Site Agencies:  Please provide additional comments that you may have on the off-site exercise execution and your ability to communicate with the Exercise Staff and you’re On-Site Agency representatives:  ____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Please write any additional comments in the space below:  


Thank you for taking the time to fill this out.  

Annex B:  

General After Action Report (AAR)

(for submission to FEMA for AAR)
Agency:

Agency Personnel Participating:         List all personnel participating

Exercise Name


KC RICE ‘09 

Exercise Objectives:






List the Exercise General Objectives






List any specific Agency Objectives 

Exercise Description:

General Observations:   

Agency Strengths Observed

Agency Weaknesses Observed:

Conclusion:  
· Items the Agency will take away from the exercise

· How could the Exercise get better?

Annex C:          Agency Specific After Action Report (AAR)
(for Agency internal AAR)
Agency:

Agency Personnel Participating:          List all personnel participating
Exercise Name


KC RICE ‘09
Exercise Objectives:






List the Exercise General Objectives






List any specific Agency Objectives 

Exercise Description:

General Observations:   



1.  Comments on exercise design 



2.  Comments on exercise structure and flow



3.  Comments about Agency preparation for the exercise



4.  General Comments about Agency participation in the exercise

Agency Strengths Observed


1.  Continuity of Operations Plans and Procedures

2.  Identification, Resource and plan to execute agency mission essential functions

(MEFs)

3.  Delegations of Authority


4.  Orders of Succession


5. Continuity Facilities


6. Continuity Communications


7.  Vital Records Management

8.   Test, Training and Exercise (TT&E)

9.  Human Capital


10. Devolution of Control and Direction

11.  Reconstitution

Agency Weaknesses Observed:


1.  Continuity of Operations Plans and Procedures


2.  Identification, Resource and plan to execute agency mission essential functions


(MEFs)


3.  Delegations of Authority


4.  Orders of Succession


5. Continuity Facilities


6. Continuity Communications


7.  Vital Records Management

8.   Test, Training and Exercise (TT&E)

9.  Human Capital


10. Devolution of Control and Direction

11.  Reconstitution

Conclusion:  

-Specific things the Agency will take away from the exercise

-How could the Exercise get better? 
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