August 6, 2010

Memorandum to Office of Emergency Recovery & Response, GSA, 1800 F St NW, Washington DC 20405                  

Subject: Region 6 2010 COOP Exercise

 
This is the formal after action report for the Region 6 2010 COOP exercise.  The exercise took place on August 3rd and August 4th, 2010 at one of the GSA alternate sites, Johnson County Community College.  This report was compiled from observations, feedback from evaluators, feedback from participants, analysis of message traffic, and a review of participant submitted evaluation forms. 
Exercise Details

Eighty people from the region participated in the exercise. Region 6’s offices which participated were PBS, FAS, Finance, Financial Systems, Legal, HR, and the Regional Administrator’s Office. The goal of the exercise was to test the suitability of the alternate site, test communication lines, and test the ability to conduct essential functions from that alternate site. The exercise scenario was that the building was hit by multiple anthrax packages. The building became infected, personnel became sick and all of that then pushed the Agency to activate its COOP plan.
The exercise started on August 3rd, 2010 at 10:00 CST.  The Regional Administrator (RA) pulled the SERT together to discuss various details from the scenario. These details were that there was a rash of anthrax packages being sent to Federal Buildings. The initial question was should any building procedures or security procedures had to change. During this discussion news came in that the Bannister Complex got hit by a package at some unknown date in the past. Twenty two employees were already sick. After discussion among the SERT the problem was worse than initially thought. Those sick 22 employees would have surely infected others they came in contact with inside and outside of the work place. That made the problem much bigger than it initially appeared. The RA then decided to activate the COOP plan. The meeting concluded at that point. The people in the meeting went back to their individual offices to start plan activation activities.

The next stage of the exercise was on August 4th, 2010. Phase one of the ERG team was to report at 0800 CST and phase two reported at 0900 CST.  Exercise participants wrestled with various actions items centered on these four basic issues:

a)  How was the Agency going to clean up the facility after the incident?

b) Where was the Agency going to go during the clean up phase?

c) What was the communications strategy to reassure tenants, the public and Central Office?
d) How was the Agency going to handle/assist in the distribution of the antidote drugs to the work force?
The exercise went on until 1130 CST.  After the end of the exercise participants went through a sectional hot wash followed up by a larger comprehensive hot wash. 
Comprehensive Lessons Learned by all participants
Positive

* All participants love the hourly all hands briefing on exercise events

* The site is big enough to accommodate all participants.  

* IT eventually performed well after a rocky slow start. Not all sections were equally impacted. Each section had unique problems with their connections. 
* All participants did start to think of 2nd and 3rd order effects on what they were doing. 

* Sections operated very efficiently. They all did implement a process to gather information and make decisions.  

Challenges 

* Plans and procedures have to be reviewed to incorporate the increased telework capacity the agency. 
* The tracking of information in the chaos of the exercise remains a challenge. Many sections on the fly developed their own methods to track information. Others tried unsuccessfully to make the agency mandated action tracking system work. More people than not had extreme problems with that system. One participant called that system a very antiquated, amateurish, system that was a burden for all participants. 
These systems jumped in capacity from one extreme or the other. These systems either did not track enough information or tried to record to much information and it thus became a huge burden for all. These problems had a secondary impact on exercise scenario events. People did not have enough information to make proper decisions that reflected the unfolding events. 
* The multiple action item or information tracking systems had a profound impact. There was NO possible way with these multiple systems to communicate comprehensively progress done on work.  

* The issue of flyaway kits needs to be reviewed.  More definition needs to be given on  the purpose of these things, what should be in them and should the government issue them? 

* There was a great deal of confusion over activation of the NAAS phone system. The call from the system only went to exercise participants. The general opinion by all afterwards was that the NAAS call should have gone out to all associates. 

* Several sections said that they would need private space in the alternate site to allow them to conduct conference calls with headquarters. The present site has a few rooms for that but probably not enough for everyone’s needs.  

PBS Lessons Learned

Positive
* Loved the hourly briefing method

* Great participation by the field office

* They developed an internal method of tracking information for their own use. 

* Responses were very detailed and specific to the problem areas

* Set up a productive, good relationship with FPS in the exercise. 

* For the first time PBS was able to put details like costs into their plans early on. 

* Did start to coordinate recovery with FAS

* Did try to start tenant notification of events

* Had a good comprehensive plan to resettle tenants 

Challenges 

* Saw the need to record section specific vital records on things like disks or thumb drives
* Suffered some challenges in trying to coordinate with other sections. They did not know who did what in sections outside of PBS. 

* Saw the need for more detailed training for personnel throughout the year on COOP.
FAS Lessons Learned

Positive
* FAS had done a good job of developing staff procedures. The staff had developed a good intra-staff process to both task people and develop solutions to problems. The work was truly a team process.

* FAS did provide very comprehensive responses to action items.

* FAS did do good job of reaching out outside of the business line with PBS to work on solutions.

* There was good cross talk among the staff.

* FAS did test new principles. They reached back to people not present in the exercise room to gather information and discuss solutions.

* Developed an internal FAS method to track action items and other related business
* They did use real world data into their exercise responses

* They did try to match needs with vendors

* FAS had great visibility on the excess property system. Responses to action items in this field were turned out in less than 10 minutes. 

* FAS was able to explain the schedules in great detail in email traffic. 
Challenges 

* The exercise did make FAS management realize that they needed to take a second look at the personnel jump start plans
Finance Lessons Learned

Positive
* The exercise proved to be a good chance to evaluate everything involved with COOP. 

* The exercise did show that all of their technology worked.

* The staff did do a great job of cross talk within their agency about taskers.

* All GETS cards worked. 
Challenges 

* At times it was difficult to keep track of exercise events. A better tracking system like Webeoc would be very helpful. 
Human Resources

Positive

* Exercises are good opportunities to revisit procedures and policies.
Challenges 
* The scenario made people realize that rules and policies have to catch up on the subject. The exercise made them realize that they need rules covering required distribution of medicines like anthrax antidotes. Some people might not want to take this medicine.  The issue then is what do you do? That was an issue with the Department of Defense ten years ago. 
* HR policies need work to catch up with the new emphasis on tele-work. The exercise brought up this issue in vivid detail. 

* The exercise made HR realize they might need more people in such an event. 
Press Office
Positive
* The initial message for the NAAS system was short but concise and complete.

* They took control of all messages, not just the messages going to the press. 
Challenges 
* The exercise gave them some ideas on new things to work on. They plan to revise procedures to better service a large event like the scenario. They would use a web site to pass on information. They also plan to use alternative methods like a web site to coordinate action among their team which might be located in different locations. 
Legal

Positive
* The exercise play did accurate reflect things what they would do in such an event. 

* Great support on issues of contract law.
Challenges 

* Would love to see more play on legal powers and responsibilities around building operation and powers to close such buildings. 
Comments about Exercise Methodology
Positive
* Many enjoyed the slower pace that allowed for deeper analysis. 
Challenges 

* Certain sections of the FAS team were not adequately tested or tasked in the exercise. 
* Some people wanted action items or MSELS to be numbered in advance before issue
* Several participants loved the slower pace of the exercise. This allowed people to discuss issues in some detail and develop comprehensive responses

* Ratings for the exercise were down from previous exercises

* Some thought the exercise was too easy. It did not adequately stress people. 

* Some indicated things needed to be stepped up. New techniques need to be tested like conducting a no notice exercise. 

* Many wanted a new method. The existing method was too familiar. They want something different to test the plan. 

* The scenario needs an exercise calendar to help put events into a frame of reference. 

