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	STARTEX – 8:00 a.m. – August 29, 2012

	Major Event #1

	Exercise Time: 
	9:00 a.m.

	Scenario Time:
	10:00 p.m., Monday, February 25, 2013

	Today is February 25, 2013.  Kansas City has been experiencing a week long cold snap, with the temperature falling below zero four out of the past five days.  An overnight ice storm has struck the area.  The weight of ice on the power lines has caused outages throughout the city.  Tens of thousands of residents are without power and heat.  Utility workers are responding to the emergency as quickly as they are able, but the continued sub-zero temperatures are delaying their efforts. 

Roads have been treated and are now passable, but power has not been restored to your primary location.  Power lines around your alternate site are still up and running, and leadership has made the decision to continue Agency operations there. 




	#
	Discussion Point
	Supporting Questions
	Continuity Element

	1.1
	Your facilities manager states that the building is not safe to occupy because of loss of heat and power.

Note: Your alternate facility has been determined to be safe to occupy and is accessible.
	· Who makes the decision to activate the continuity plan?
· Where does leadership convene to make these decisions if the primary facility is unavailable?
· Is the alternate facility a hot site*? If not, what is the procedure for setting up the alternate facility?

*hot site: alternate facility that already has equipment and vital systems in place to maintain essential functions.
	Continuity Plan Activation

	1.2
	The event occurred outside work hours.  Your leadership would like to make accountability a priority.
	· What is the protocol for performing accountability in an event such as this?
· Who is responsible for completing accountability, and how will they determine which employees were on leave, or working from home?
· How does your organization determine whether your primary facility is safe to occupy?
· What about the status of the alternate facility?
· How can you determine if there are viable access routes to the alternate facility? 
· How are the staff members notified that the continuity plan has been activated?
· What are backup methods of notification if cell phones aren’t working?
· What message is delivered to staff?
	Continuity Communications
Accountability
Alert and Notification

	1.3
	Members of the Emergency Relocation Group (ERG) are instructed to proceed directly to the alternate facility.
	· Do ERG members know the location of the alternate facility? Are alternate routes given to employees if certain roads are impassable?
· What do employees need to bring to the alternate facility?
· Do employees have go-kits? What is contained in go-kits? Where are go-kits normally kept?
· Do you conduct training or exercises with your staff?  If so, how often?
· Do all staff, both continuity and non-continuity, know their roles and responsibilities during continuity operations?
	Continuity Facilities
Relocation
Test, Training & Exercises


	1.4
	Many key partner agencies have also been affected by the severe weather. 
	· Where can ERG members find contact information for key partner agencies?
· How do you inform partner agencies, key customers, or stakeholders what our current status is, and how we can be reached?
· Are there multiple means of reaching each contact?
	Continuity Communications

	1.5
	Leadership understands that the Reconstitution process should begin as soon as possible following a continuity event and calls for Reconstitution Operations to begin.
	· Does your organization have a Reconstitution plan? What would be the first steps?
· Does your organization have a Reconstitution Manager and/or team? Who should make up the Reconstitution team?
	Reconstitution




	Major Event #2

	Exercise Time: 
	10:30 a.m.

	Scenario Time:
	10:30 a.m., Monday, March 4, 2013

	It has been one week since operations have been transferred to the alternate location.  Temperatures have increased and the vast majority of residents in the Kansas City Region are again with power. 

After several days without heat, pipes throughout your primary facility burst.  The subsequent damage to your primary facility has been severe.  Very little of the equipment left on site, (e.g. computers, telephones, files, etc.) will be salvageable.  The increased temperatures, high thirties during the day, low teens at night, has allowed the standing water in the facility to melt and refreeze several days in a row, causing additional damage to the structure of the building itself.  




	#
	Discussion Point
	Supporting Questions
	Continuity Element

	2.1
	Leadership is attempting to develop a budget to address the costs of this disaster.  They have come to you with the following questions they need answered ASAP. 
	· Who is responsible for overseeing repairs to the primary facility?
· Who is responsible for procuring a new facility if the old one cannot be repaired?
· What is the process for the procurement for equipment and furniture to replace what was lost in the primary facility?
	Reconstitution
Budgeting/Acquisition

	2.2
	A member of the ERG states that he may have left a document containing sensitive Personally Identifiable Information (PII) unsecured on his desk at the primary facility.
	· Who is responsible for securing the primary facility?
· Who is tasked with the effort to protect/salvage vital records at the primary facility?
	Security
Reconstitution

	2.3
	A key member of your organization’s leadership sustained hypothermia during the cold snap resulting from loss of power in his home.  Leadership is concerned that other key staff will need to remain with their families and may be unable to work until power and heat is restored. 
	· What is contained in your continuity plan to address orders of succession?
· What are procedures for staff members who have not responded to accountability checks or alert and notification?
· What is the plan to track, retrieve or replace missing ERG members?
· Do ERG members have Family Plans?
	Orders of Succession
Family Plans

	2.4
	Your headquarters office has requested an update on the current operational status of your organization.
	· What are your essential functions? Are they prioritized?
· Would demand for your essential functions increase, decrease, or stay the same during this event?
· How will your organization assess whether functions are being completed?
	Essential Functions

	2.5
	The area of your alternate facility still has power; however, meteorologists are predicting a 30% chance of additional severe winter weather impacting the Kansas City region by the end of the week.
	· Does the alternate facility have a generator in case the area loses power?
· If yes,
· How long will the generator run with the fuel onsite?
· What powers the generator (i.e. gasoline, diesel fuel, natural gas or propane)?
· If no, 
· Do you have a partner organization that can supply you with a generator until you acquire your own?  
· What is your backup plan if you have to vacate the alternate facility?
	Continuity Facilities

	2.6
	The computer systems at your primary location have been destroyed.  Leadership is concerned about how this will impact access to vital records.
	· How will the damage at the primary facility affect access to vital records?
· Are certain vital records stored in hard-copy at the alternate facility?
· Are vital records at the primary server mirrored to an alternate server that is off-site?
	Vital Records

	2.7
	Several non-ERG staff members have been calling with human resources (HR)-related questions.
	· Are non-ERG members asked to use leave time during a continuity event?
· What are non-ERG personnel expected to be doing throughout a continuity event?
	Human Capital





	Major Event #3

	Exercise Time: 
	1:00 p.m.

	Scenario Time:
	1:00 p.m., March 25, 2013

	It has now been one month since the cold snap in Kansas City.  Repairs to your primary building are underway, but it will likely be several months until your primary building is up and fully operational.  Leadership is anxious to move the agency back up to its pre-event status and resume full operations.





	#
	Discussion Point
	Supporting Questions
	Continuity Element

	3.1
	Leadership would like to outline a plan for the reconstitution back to the primary facility.
	· When the primary facility is available for operations, will it be occupied by all staff at once or will there be a phased approach? 
· Which essential functions should be resumed first?
	Reconstitution
Essential Functions

	3.2
	Note: If the event were more severe, consider the following:

Leadership would like to consider the possibility that the ERG will not make it to the alternate facility, or that damages are too severe to continue essential functions.
	· What plans and procedures are in place in the event that the ERG is unable to continue essential functions from an alternate facility?
· Does the agency have a devolution partner?
· How is the devolution recipient trained on their responsibilities in the devolution scenario?
· What is the process for transferring your authorities and responsibilities to your devolution partner?
	Devolution

	3.3
	Now that power has been restored to much of the area, some employees are asking if they can work from home.
	· What telework policies are included in your continuity plan (either for the instance that both primary and alternate facilities have been damaged, or so that non-essential personnel can continue work at home)?

	Telework

	3.4
	Your ERG has created a month’s worth of vital records at the alternate facility.
	· What is the process for ensuring that all the new vital records are now available at the primary facility?
	Vital Records

	3.5
	Leadership would like to create a corrective action plan for your organization’s continuity plan.
	· Who is responsible for identifying lessons learned throughout the continuity process?
· What deficiencies were identified in your plan?
	Corrective Action Plan

	ENDEX –2:00 P.M.

	Transition Break/Participant Feedback Forms

	Hot Wash – 2:30 p.m.









